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Abstact— Although IP Multicast is an effective network primiti ve for
best-efbrt, large-scalemulti-point communication, many multicast appli-
cationssuch as shared whiteboards, multi-play er gamesand software dis-
trib ution require reliable data delivery. Building sewiceslik e reliable se-
guenceddelivery on top of IP Multicast hasproven to be a hard problem.
The enormousextent of network and end-systemheterogeneityin multi-
point communicationexacerbateshe designof scalableend-to-endreliable
multicast protocols.In this paper, we proposearadical departure fromthe
traditional end-to-endmodel for reliable multicast and instead proposea
hybrid approachthat leveragesthe successesf unicastreliability protocols
suchas TCP while retaining the efficiency of IP multicast for multi-point
datadelivery. Our approachsplits a largeheterogeneous eliable multicast
sessioninto a number of multicast datagroupsof co-locatedhomogeneous
participants. A collection of application-aware agents—ReliableMulticast
proXies (RMXs)—organizesthesedata groupsinto a spanningtreeusing
an overlay network of TCP connections.Sourcestransmit data to their lo-
cal group, and the RMX in that group forwards the data towards the rest
of the data groups. RMXs usedetailed knowledgeof application semantics
to adapt to the effectsof heterogeneityin the ernvironment. To demonstrate
the efficacy of our architecture, we have built a prototype implementation
that can be customizedfor different kinds of applications.

I. INTRODUCTION

The IP Multicast servicemodel [1] extendsthe traditional
best-efort Internet datagramdelivery service for efficient
multi-point paclet delivery. Like IP unicast,the multicastser
vicemodelis notreliable—packtsmaybedroppedatary point
alongthe distribution tree—andt defersservicedike reliable,
sequencedlelivery to higherlayers. Although someapplica-
tions suchasreal-timeaudio andvideo broadcasting?2], [3],
[4] aretolerantto lossesandthuswell-suitedto IP multicast,
anumberof applicationghat could benefitfrom efficient mul-
ticastingrequirereliable delivery. Theseinclude multi-player
gamessharecelectronicwhiteboardg5], softwaredistribution
andwebcastindg6]. To supportsuchapplicationsreliablemul-
ticastprotocolssuchasRMTP[7], SRM[8] andPGM 9] build
reliability ontop of this best-efort service.

Although reliable multicastapplicationsstandto reapenor
mousperformancebenefitsfrom the underlyingmulticastser
vice, they are fundamentallychallengedby the heterogeneity
thatexistsacrosghe Internet. In the multicastdomain,a com-
municationsourceis potentially confrontedwith a wide range
of path characteristic$o eachrecever, for example,different
delays,link rates,paclet lossesandcompetingcongestioron
thepathsto thedifferentrecevers.In this scenarioif thesource
sendsts datastreamat the mostconstrainedit rateamongall
pathsto all recevers,thenmary high-bandwidthreceversex-
perienceperformancebelon the network’s capability whereas
if the sourcesendsatthe maximumpossiblebit-rate,thenlow-
bandwidthpathsbecomecongeste@ndreceversbehindthese
congestedinks suffer. This multiplicity of datapathsandthe

possibilityof multiple congestiorpointsalongindependensec-
tions of the pathsimposesgreatdifficulty on the designof an
end-to-endschemdor reliablemulticast.

Traditionallyresearchersave appealedo theend-to-endle-
sign principle [10] for building protocolsto dealwith reliabil-
ity, congestioncontrol, and rate adaptation. However, unlike
reliableunicastprotocolslike TCP, reliablemulticastprotocols
must deal with scaleand heterogeneity In spite of almosta
decadef researclon reliablemulticast,no viable solutionthat
solvestheseproblemscompletelyhasemeged. Moreover, IP
multicastdeploymentoverthe wide-areahasyet to be compre-
hensvely realized. Most InternetServiceProviders have not
deployedmulticastlargely dueto managemerdifficultiessuch
asthe absencef arobustinterdomainmulticastrouting pro-
tocol andlack of control over sendersaandreceversof datain
a multicastsession.In addition, althoughschemesave been
built to provide TCP-friendly congestiorncontrolin the multi-
castrealm[11], [12], theseapproachebave limitations. They
work only with single-sourcesessionsandnonesatisfctorily
accommodatedandwidth heterogeneityacrossthe multicast
distribution tree.

In this paperwe proposea hybrid approactio reliablemulti-
pointcommunicatiorthatleveragesvell-understoogndrobust
reliable unicasttransportprotocolsand couplesthemwith the
multicastservicemodelfor efficient multi-point datadelivery.
Ratherthan assumethe existenceof a global multicast“dial-
tone”, we view IP multicastas an efficient protocol building
block that neednot be available everywhere.Our architecture
is groundedin a hybrid communicationrmodel that partitions
theheterogeneousiulticastrecever setinto anumberof small
homogeneousata groups andusesrobust unicastcommuni-
cation protocolsacrossdatagroups. The modelreliesin part
on end-to-endossrecovery mechanisma&andin parton intel-
ligent and application-avare adaptationcarriedout within the
network. A network of application-avareagents—omReliable
MulticastproXies(RMXs)—usedetailedknowledgeof appli-
cationsemanticdo adaptto the heterogeneitgonstraintsThis
architectureallows local high bandwidthreceversto continue
receving dataat a high ratefrom the source while datasentto
remotereceversis congestion-controlletly the RMXs.

The architecturerelies on threekey concepts. First, in or-
derto localizethe hardmulticastproblemsof scalabldossre-
covery, congestioncontrol and bandwidthallocation,we par
tition the large wide-areaheterogeneousessioninto mary
smallerand simplerhomogeneousub-sessionsThis divide-
and-conquerapproacheffectively decouplessachsub-session
from the vagariesassociatedavith the restof the sessiorpartic-
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Fig. 1. The RMX Architecture.

ipants. Secondasdataflows throughanRMX, theRMX uses
application-leel knowledgeto dynamicallyalterthe contentof

the dataor to adaptthe rateandorderingof dataobjects. The

RMX allows for the notion of semanticreliability asopposed
to datareliability, thatis, reliability of informationratherthan

thatof therepresentationf theinformation. Thus,by relaxing

the semanticsof reliability, we lift the constraintthat all re-

ceiversadvanceuniformly with a senders datastreameachre-

ceiverdefinedts own level of reliability anddecideshow andto

what degreeindividual dataobjectsmight be transformedand
compressedFinally, to supportthesesemanticswe leverage
the Application Level Framing (ALF) [13] protocol architec-
ture which saysthat applicationperformancecan be substan-
tially enhancedy reflectingthe applications semanticanto

the designof its network protocol. This approachto protocol
designis a boonto protocolperformancesincethe application
is optimizedfor the network andvice versa.

In previouswork [14], we presente “stub-extension”solu-
tionwhereRMXs providedaccesso reliablemulticastsessions
for clients that were either impoverished(hand-heldPDAs,
etc.) or handicappediue to poor network connectvity. The
RMX actedasa stubfor the client andparticipatedn a global
multicastsessionfeedingdatafrom the global sessionto the
client. In this paper we generalizethis approachto a wide-
areadistributedframework for tackling wide-areaheterogene-
ity througha collectionof RMXs arrangedas an application-
level overlaynetwork. Our designhasbeenstronglyinfluenced
by ourexperiencesmplementinghe prototypeRMX described
in [14]. We have implementedthe wide-areaframavork as
application-customizabl®MXs and built custommodulesto
supportrealapplications.

In the remainderof this paper we develop this overlay net-
work architectureSectionll presentanoverview of theRMX
architectureSectionlll presentsletailsof datacommunication

Next, we describehow realapplicationgnteractwith ourarchi-
tecture andpresensomeevaluationof theframeawork. Finally,
we summarizeotherresearchelatedto our approachpresent
somefuturework andour conclusions.

Il. THERMX ARCHITECTURE

In theunicastworld, TCPis thedominantprotocolby which
applicationsachieve reliablecommunication.TCP works well
acrossthe wide areabecausdt adaptvely accommodates
largerangeof network rates delaysandlossesTCPemplg/sa
feedbacKoop betweerthe senderandtherecever thatdetects
andreactsto congestionOur architecturdeveragesghis robust
andcongestion-friendlyoehaior of TCPto assistn wide-area
multicast. Figure 1 illustratesthe RMX architecture. Rather
thanrely on a singleglobal multicastcommunicatiorchannel,
we partitionthe logical channelinto a numberof smallerdata
groups Thisdivide-and-conquesipproachresultsin atopolog-
ical clusteringof recevversinto homogeneouslustersthereby
reducingthe wide-areaheterogeneityprobleminto a simpler
problem of rate adaptationwithin homogeneouglouds and
point-to-pointrateadaptatioracrossclouds.

A participantin the RMX session(a sourceor a recever)
joins the sessiorby subscribingto its local datagroup. Each
datagroupis an independent|ocally-scopedmulticastchan-
nelcontainingarepresentatie RMX thatis strateically placed
in the network to serviceits datagroup. The RMXs spread
acrosghedatagroupsorganizethemselesinto a spanningree
via unicastinterconnectionsAn RMX communicatesvith its
peerRMXs acrosghewide-areausingareliableunicastproto-
col suchasTCP andrelieson simplelocal-areamulticastcon-
gestioncontrol schemeswithin eachdatagroup. Sinceeach
datagroupconsistof roughly homogeneouslients, multicast
in suchahomogeneousrvironmentbecomedractable.

This model of partitioning a multicastsessionnto a num-
ber of smallerdatagroupsinterconnectedy unicastlinks is
basedon a framawork that we call scattecast[15]. Scatter
castis adelivery-basedlataforwardingservicefor multi-point
communicationwhere datais deliveredto multiple recevers
through a combinationof unicastand multicast forwarding.
The RMX architecturebuilds on the scattercasmodelby inte-
gratingapplication-specifiintelligenceandsemanticsnto the
forwardingservice.

EachRMX participatesn the multicastchannelassociated
with its datagroup. In addition,it listensfor datafrom ary of
the unicastconnectiongo its neighboringRMXs in the span-
ning tree. Thus,RMXs form an application-leel overlay net-
work listeningfor dataon all of their “links” (unicastconnec-
tionsto otherRMXs or the multicastdatagroup)andforward-
ing incomingdatato otherRMXs usingscattercastin theevent
of a paclet loss, the receversand RMXs cooperatiely initi-
ate an end-to-endrecovery protocol that attemptsto recover

using this architecture. We describea transport-independent lossesfrom local recevers before propagatinghe loss report

namingschemdor dataobjectsin a sessionandpresent data
recovery schemen thefaceof losses.In SectionlV, we shov
how our architecturemakes heary useof ALF at all levels.

towardsthe source. In orderto identify dataobjectsor miss-
ing datafragmentsacrosgheoverlayRMX network, we needa
commonframavork to nameindividual dataobjectsin a man-
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Fig. 2. The internals of an RMX.

ner thatis independenbf the underlyingunicastor multicast
transportprotocols. This arguesfor an application-leel nam-
ing schemahatis embeddedn the RMX transport.In Section
I, we describen detailthe datacommunicatiormodelthatis
usedto deliver dataacrosghe RMX network, recoser missing
data,andnamedataconsistentlyacrosshe entireframework.

Figure2 shavstheindividual component®f anRMX. Each
link into theRMX hasanassociatedink agentthatimplements
the specificdetailsof the (unicastor multicast)reliability pro-
tocol usedon thatlink. The control centeris the coordination
and dispatchunit that shuttlesdatacomingin from ary link
throughthe rest of the system. EachRMX hasa customiz-
able Application-SpecifiaMODule or asmodthat implements
theapplication-specifipiecesof theRMX. Theasmods ady-
namic codelibrary that is loadedinto the RMX at run-time.
The control centerpassesncoming datato the asmodwhich,
in turn, decideshow the datais forwardedto the otherlinks.
Theasmodrelieson specializedransformationengineso po-
tentially convert the datainto a differentrepresentatiomefore
forwardingit. A cacheof databuffers storesdatatemporarily
beforeit is forwarded.

To realize an RMX-controlled multicast session, RMX
agentanustbe placedin the network at strategjic locationsand
organizedinto an overlay network. Co-locatedreceverswith
similar network characteristicshouldorganizethemselesinto
datagroupsandelectan appropriatdocationwithin the group
for their representatie RMX. PlacingRMXs stratayically to
form an overlay network is a hardproblem. It requiressome
schemdor determiningandexploiting the structureandtopol-
ogy of the underlyingmulticastdistribution tree. For the pur-
poseof thiswork, we assumehatsucha protocolexiststo clus-
ter receversinto datagroupsandto build the RMX overlay
network acrossdatagroups. Our implementationusesman-
ual configurationof receiersinto independentlatagroupsthat
arebridgedby a manuallyconstructegpanningreeof RMXs.
In SectionVIl, we discusssometechniqueghat we are cur-
rently investigatingfor dynamicallyforming datagroupsand
constructinghe overlaynetwork of RMXs.

I1l. THE DATA COMMUNICATION MODEL

Our split unicast-multicastommunicationmodel requires
specialmechanismdo ensurethat data propagatesproperly
throughoutthe entire RMX session. This sectiondetailshow
communicationis achiezed acrossthe RMX network. Al-
thoughthe architecturedoesnot requireany specificRM pro-
tocol within datagroupsor unicastprotocolacrossRMXs, we
have choserScalableReliableMulticast(SRM)[8] andTCPas
theunderlyingtransporrotocols.

A. DataDelivery

Data delivery over the RMX network usesscattercasfor-
warding. A sourcethatgenerateslatadistributesit to its local
datagroupusingSRM. Thelocalgroupmembersncludingthe
representatie RMX useSRM'’s built-in datarecovery mecha-
nismsto recover ary lost data. The RMX forwardsdatafrom
the local group towardsthe participantsin the other groups.
WhenerertheRMX recevesdataonalink, it forwardsthedata
to all of its remaininglinks includingits local datagroupusing
spanning-tredlooding [16]. As the dataflows from RMX to
RMX it eventuallypropagateso the entiresession.

Sinceall participantsin a singledatagrouphave essentially
similar network characteristicspandwidth managemenand
congestioncontrol are straightforvard. Over the wide-area,
however, dataflows via TCP connectionsvhich have built-in
congestionandflow-control. Giventhe heterogeneitpverthe
wide area,different TCP links in the RMX network arelikely
to have differentbit-ratesanddelays. Thusdatamay flow into
anRMX fasterthanit canbe forwarded. The RMX addresses
this by usinga combinationof the following mechanisms:

« If weassumeénfinite buffer-spacean theRMX, theRMX can
buffer incomingdatawhile it triesto forwardit alongthe low-
bandwidthconnections.

« With finite buffering,the RMX candropincomingdataasits
buffersfill up andrely uponend-hostgo recover the dropped
data.

« It canadoptan end-to-endflow control schemewherebyit
informsthe RMX alongthe upward streamtowardsthe source
to slow down its sendingrate. Sucha feedbackmechanisntan
eventuallybring the sourcetransmissiordown to a ratethatis
suitablefor the RMXs to handle.

o The RMX cantransformincoming dataand forward lower
bit-rateversionsof thedata.

Our notions of semantic reliability and ALF enable
application-specifiadaptationand transformationof the data
that arrives into an RMX beforeit is forwardedon to the
other links. For example, if an incoming data object is
a high-resolutionimage, the RMX may transformit to a
lower-resolutionrepresentatioror fasterdelivery acrosslow-
bandwidthlinks. Alternatively, it may transformthe image
into a progressie representatiorfsuch as progressie JPEG)
andsendeachscanof the progressieimageasanindependent
layer Dependingon the capabilitiesof the receving client de-
vices or applications,the RMX may also corvert the datato
a differentformatthatis compatiblewith the clients. Clients,
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in turn, canrequesthe original high resolutiondatafrom the
sourceor local RMXs if they sodesire.

B. End-to-endReliability

In additionto deliveringdata,we needanend-to-endiatare-
covery schemehatallows applicationgo requesimissingdata
or to request different(morerefined)representatioonf a data
object.Eachtransport-leel hopfrom the sourceto therecever
in the RMX framework is reliable (usingeitherSRM or TCP).
If we assumenfinite buffering capabilitiesatRMXs, thenthere
areno dropswithin the RMXs themselesandall dataeventu-
ally propagatego all recevers. However, if an RMX hasfi-
nite buffer space andthe incoming datarate exceedsthe rate
atwhichthe RMX canforward outgoingdataobjects thenthe
RMX mustdropdata.Evenif RMXs do notdropary data,re-
ceiversmay still wish to recover a differentrepresentatiorof
anobjectfrom the onethatthelocal RMX forwarded.This re-
quiresanend-to-endecorery mechanisnthatallows recevers
to recovermissingdatafrom thesourceor acrosgshe RMX net-
work.

Whenarecever requests pieceof data,therequesis mul-
ticastto therecever'sdatagroupusingSRM. If thedatacannot
be recoveredfrom the local group,thenthe group's RMX for-
wardsthe recovery requestupward alongthe RMX hierarchy
towardsthesourceof thedata.IntermediatdRMXs first attempt
to recoverthedatafrom their local datagroup,andif thatfails,
forwardtherequestowardthe source.

To determinethe directiontoward the source,RMXs usea
schemesimilar to thatusedby learningbridgesto discoverthe
routetoward hostson a LAN [16]. EachRMX maintainsata-
ble thatis usedto determinethe pathtoward sourcedrom that
RMX. Whendataarrivesonanincominglink fromasourcethe
RMX makesanentryin thetablemappingthatsourceto thein-
cominglink alongwith a timestampindicatingthe time when
theentrywaslastupdated Every time new dataarriveson that
link from the samesource the timestampis updated.Period-
ically, a processsweepshroughthe table purging old entries.
This ensureghatrecovery proceedsn theright directioneven

in thefaceof dynamicreconfiguratiorof sourcesandRMXs.

To limit the scopeof retransmitteddata, we usea scheme
basedon PGM (PraGmaticMulticast) [9] and BCFS (Bread-
Crumb Forwarding Service)[17]. When an RMX forwards
a recovery requesttowardsthe source,it recordsthe link on
which the retransmitteddatamustbe returned. If anotherre-
covery requestfor the samedataarrives,the RMX suppresses
the new requestand recordsthe new link for that requestin
its previously saved state.Whenretransmittedlataarrives,the
RMX forwardsit only alongthoselinks thathadrequestedhat
data.The perlink stateis “soft” andis eventuallytimedoutto
ensurecorrectoperationn theeventof lossof theretransmitted
data.

C. DataNaming

As dataflows throughthe RMX overlaynetwork, it traverses
anumberof links someof which run aninstanceof TCPwhile
othersare multicastlinks running SRM. Eachlink associates
its own transport-layenamewith the data. For example, TCP
useshyte-level sequencenumberswhile SRM usescontainer
IDs and sequencenumbers[18]. In orderto manipulatedata
acrossthe entire overlay network, we requirea namingproto-
col thatis consistenaicrosghe entirenetwork. Thus,insteadof
relyingontransport-layerdentifiersto namedata,we allow ap-
plicationsto definetheir own namesandpresere thesenames
asdataflows acrosghe RMX network.

The problemof datanamingis further complicatedby the
factthatRMXs areallowed to transformdatabeforeforward-
ing. End-participantsnustbe ableto distinguishbetweerwvari-
ousrepresentationsf a dataobjectandrequestpecificrepre-
sentationsf they sodesire.Oursolutionis to useawell-defined
namingstructurefor datathat exposesthe notion of multiple
representationsf the samedataobjectto the application. We
call this TINSor Transport-IndependéiNamingSystem.

We derive our namingschemerom SNAP (ScalableNam-
ing and AnnouncemenProtocol)[18], a hierarchicalnaming
schemdor datawithin an SRM session.SNAP organizesap-
plicationdatainto ADUs (Application DataUnits). Theentire
namespacéor ADUs is organizedhierarchicallyinto a setof
containers. ApplicationsassignADUs to specificcontainers.
Eachcontaineris assignedh SNAP containerlD by the proto-
col. Within acontainerobjectsareassigned uniquesequence
number Thus, ary objectin an SRM namespac&asa nhame
definedby a {containerlD, sequenceumbe# pair. Although
sucha hierarchicalnamespacenay not be well-suitedfor cer
tain applicationsijt is generalenoughfor mostcommonappli-
cationdata.

Ratherthan allow the transportprotocol to assignits own
identifiersto the namespacésuchashyte sequenc@umbersn
TCPor containedDs in SRM), TINS extendsSNAP to explic-
itly allow applicationgo assigntheir own namego containers.
Theseapplication-leel namesare presered in the transport
protocol. Figure3 shavs anexampleof a TINS namespacéor
disseminatinga web documenthat consistsof multiple docu-
mentframes.Eachframein thedocumenis representeéh the



namespacasa container A frame may containotherframes
or a sequencef dataobjectsthat representhe contentof the
frame. Theseobjectsmaybe HTML pagesembeddedmages,
Java applets.etc. Anotherexampleof a namespacés onefor

disseminatinghews reports: the varioussectionsof the news,

suchasheadlinespusinesmews, sports.etc.,aregroupednto

separateontainersandnewsitemswithin eachsectionaredis-

seminatecisADUs within the correspondingontainer

Eachobjectgeneratedby asourcenasanapplication-specific
TINS name.We call this the primary nameof theobject.In ad-
dition to the primary name,a sourceor ary RMX may attach
a secondanpr instancenameto a specificrepresentationf an
object. Eachdifferentrepresentationf the objectmusthave a
unigueinstancename. For example,supposea sourcegener
atesa high-resolutionimageobject. If anRMX transformghis
imageto a lower resolution,the RMX assignsa new instance
nameto the transformedepresentatiomvhile at the sametime
preservingheoriginal primary namegeneratedy thesource.

Within each data group, the TINS namespacéas propa-
gatedusingSRM’s built-in delivery andrecovery mechanisms.
AcrosstheRMX overlaynetwork, thenamespacis propagated
usingscattercastorwardingandrecovery asdescribedn Sec-
tions IllI-A andIll-B. Wheneer a sourceconstructsa new
container a messages transmittedto the rest of the session
announcinghe existenceof the new container In orderto al-
low receversto detectandrepairlossesof containemnnounce-
mentsor ADUs in the namespachierarchythe sourceperiod-
ically transmitsa “signature”of the currentstateof the root of
the namespaceThe signatureof a containeris definedrecur
sively asan MD5-hashfunction of the sequenc@umberof the
last ADU transmittedwithin that containerandthe signatures
of all its childrencontainersA recevercancomparehesigna-
tureannouncemenwith its own stateto detectossesl osseof
namespacannouncementarerepairedusingthe samemech-
anismsthat are usedto repairdata. Details of the namespace
announcemerdndrecovery protocolaredescribedn [18].

If areceveris missingacertaindataobject,it canissueare-
coveryrequesfor aspecificinstanceof theobjectby specifying
theinstancenamein its recoveryrequestpr issuearequesbnly
for the primary namein which caseary instancecan satisfy
thatrequest.Thusanapplicationthatrecevesa low-resolution
or transformedrepresentatioof an objectcanrequestfor the
original highest-qualityinstancewith anexplicit request.

IV. APPLICATION-DEFINED SEMANTIC RELIABILITY

Our initial prototypeof the RMX describedn [14] wastai-
lored to a specificapplication: a sharedelectronicwhiteboard
for PDAs. Althoughit integratedapplicationknowledgein its
transformatiorandforwardingmechanismsit did soin anad
hocmannerandit wasrelatively difficult to generalizehe pro-
totype to other applications. Instead,an RMX shouldusea
commonwell-definedinterfaceto the applicationthatencom-
passedlexible applicationpolicies. The application-specific
module(asmod in the RMX providesa mechanisnto embed
suchpolicies. The asmod specializethe RMX operationin

threeways:

« datareliability,

« transmissiorschedulingand

« dynamicdatatransformation.
We discusseachof thesein detail.

A. Application-customizablBata Reliability

Traditionaltransportprotocolssuchas TCP fail to capture
the structurethatan applicationmay needto intelligently con-
trol and adaptto the communicationpath. For example, if
the transportlibrary detectsa loss of sequenceiumbers4567
through6012andqueriegheapplicationasto whetherit should
recoverthemissingdata theapplicationhasnoideawhatthose
sequence&umberscorrespondo in its own dataspace. Simi-
larly, it isimpossibleto specifyflexible orderingconstraintgor
datausinga flat sequencepace. To overcomethis, our hier
archicalnamingschemeTINS, allows applicationgo incorpo-
rate a well-definedand semanticallyrich namingstructurein
the transportprotocol. This makesit easyfor receving appli-
cationsandRMXs to controlprotocolbehavior.

In TINS, containerswithin a namespacarethe unit of se-
lective reliability: anapplicationcanchooseto apply different
reliability andorderingsemanticgo differentcontainers.if an
applicationdoesnot careaboutcertainsub-spacesf the data
namespacdhentheasmodmaydecideneverto issuerecovery
requestgor missingdatain thatsub-spacelor example,aweb
pageapplicationmay be configuredto ignore images;hence
if animageobjectis missingandneedsrecovery, the applica-
tion or the asmod caninstructthe protocollibrary to ignore
themissingobjectandavoid unnecessarsetransmissionsThis
structuredhamingschemehuspermitsapplicationgo specify
differentkinds of lossrecovery and ordering policies via the
hierarchyof containersandobjects.

B. Application-customizabl@&ansmissiorSteduling

In additionto customizingdatarecovery in an application-
specificmanney the RMX provides hooksto the asmod to
schedulgransmissioror forwardingof datadependingon the
applications and recevers’ requirements. Applications may
prioritize dataobjectsbasedn receverinterestor capabilities.

As with application-drvenreliability, we usea hierarchical
dataorganizationto allow the RMX to scheduledatafor trans-
mission. The traffic schedulelin the RMX constructsa hier-
archy of traffic classesfor bandwidthallocation. The asmod
assignseachtraffic classa certainpercentagef the available
bandwidth.Whentheasmodhasa dataobjectto transmit,it as-
signstheobjectto a specifictraffic class.Theschedulehonors
the bandwidthrestrictionsfor eachtraffic classwhile schedul-
ing thedatafor transmissiormverthenetwork. Thecontroltraf-
fic suchasnamespacdisseminatiorandrecovery requestsare
assignedheir own independentraffic classto ensurethatthey
do not conflict with applicationdata. As an exampleof atraf-
fic classhierarchy a web-pagedisseminatiorapplicationmay
chooseto createtwo top-level traffic classespne for HTML
andonefor embeddedmagesandgive a higherpercentagef
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the bandwidthto the HTML class. Moreover, if we usepro-
gressve imageformats,one may ernvisagesplitting the image
traffic classinto onefor thefirst scanof the progressieimages
andanotherfor therefinemenscans.

We canuseary suitabletraffic schedulein theRMX suchas
HierarchicaRoundRobin(HRR)[19], Start-timeFair Queuing
(SFQ)[20], HierarchicalFair ServiceCurve (HFSC)[21], or
Class-Base@ueuing(CBQ)[22]. Our currentimplementation
reliesonthe HFSCscheduler

C. Application-customizabl@&ansformation

Ourthird mechanisnfor injectingapplicationsemanticsnto
the RMX is the use of specializationcode for performing
application-anddata-specifitransformatioroperationgo con-
vert dataobjectson thefly insidethe RMX. Thesetransforma-
tionsdepencheaily ontheindividual applicationsundercon-
sideration.

The asmoddecideswhat kinds of transformationsreto be
appliedto databeforeit is forwarded.lt maydosoin astatically
determinednanner(e.g. corvertall imagesto progressie for-
mat), or rely on feedbackrom the traffic scheduleior the link
agentgo determinethe extent of transformatiorrequired. For
example,if alink agentcannotify theRMX wheneverit detects
congestionn the network, the asmodcanusethis information
to aggressiely transformhigh-resolutiordatato lower resolu-
tions. Similarly, asmod canadjusttheir transformatiorgranu-
larity basedon TCPthroughpuimeasuremenigcrossRMXs.

Althoughthe TCPlayerdoesnot provide sufiicientfeedback
to theapplication,onecanervisageusingamoreALF-lik e uni-
casttransportprotocolbasedon the CongestionManager work
atM.1.T.[23]. Suchatransporprotocolcanbebetterintegrated
into the RMX: it allows the asmodto dynamicallydetermine
the available bandwidthconstraintsand can notify the asmod
whenever it detectscongestiorin the network. The asmodcan
in turn usethis informationto determinethe amountof trans-
formationto applyto incomingdata.

V. RMX APPLICATIONS

To illustratethe viability of the RMX architectureywe now
look at concreteexamplesof how RMXs are specializedfor
differentapplications.

A. ShaedElectonic Whiteboad

The original sharedelectronicwhiteboardapplication,wb
[5], was developed at the Lawrence Berkeley Laboratory
Basedon experienceswith wh, researchersat Berkeley have
built a new whiteboardtool, mediaboad [24], that usesthe
Berkeley SRM library libsrm [25]. This applicationallows a
diversesetof mediato becreatedanddisplayednteractively by
agroupof userssharinga multicastsessionA mediaboardes-
sionconsistof a sharedbresentatiorspacethatis dividedinto
a numberof carvaspages. It supportstraditional whiteboard
datatypessuchasline drawingsandtext, andaddssupportfor
othermediasuchasimagesandpostscripffiles.

Incorporatingthis applicationinto our framework involved
two tasks: makingthe applicationaware of the RMX naming
protocol TINS, and implementingan asmodthat understood
mediaboargemanticsThe mediaboarésmodwvascustomized
in thefollowing ways:

« The TINS namespacéor the mediaboardconsistsof a root
containerandmary second-lgel containerspnefor eachpage
in the session. Operationson a particular page are objects
within the correspondingontainer Whenobjectsare created
by the source,they are assigneda null instancename. If an
RMX transformsan object,it assignghe new representatioa
differentinstancenamethat describeghe transformationthat
wasapplied.

« Theasmodcorvertsall high-resolutiorimagesn the session
to progressie JPEGrepresentationdgzachscanof the progres-
sive JPEGis identifiedasa separaténstanceof theoriginal data
object. Thisallows theasmodo selectvely sendonly acertain
numberof scansgdependingon available bandwidthandto pri-



oritize the basescansover therefinementscans.Thereceving
applicationaccumulatesuccessie scansanddisplaysthemas
they arrive from thenetwork. Eachscanis assignedninstance
namethat definesthe scanaspart of a progressie representa-
tion andincludesthe scannumberof this scanaswell asthe
total numberof scanghatmake up theimage.

« The asmod prioritizes low-bandwidth operationssuch as
lines, geometricshapesmove, copy, delete,etc. over high-
bandwidthdatalikeimages.In additionit incorporatesecever
feedbackwhile allocatingbandwidth. Recevers periodically
sendreportsto their local RMX informing it of the pagethat
they arecurrentlyviewing. Theasmodatthe RMX aggrejates
thesereportsand propagateshemto upstreamasmod. The
asmod usethesereportsto assignbandwidthsto pagesthat
areproportionalto the numberof receversthatarelooking at
thatpage.This form of recever-drivenbandwidthadaptatioris
basedn consensus-drenschemeslescribedn [26].

« The asmodrelieson the traffic schedulerto performtraffic
prioritization andbandwidthallocation. Eachpageon the me-
diaboardchasacorrespondingraffic class.Thepagetraffic class
is sub-dividedinto two classespnefor thelow-bandwidthdata
andthe otherfor high-bandwidthobjects.The high-bandwidth
traffic classgenerallytendsto containimage datawhich the
asmodtransformsinto progressie scans;hence,this classis
further sub-dvided into classedor the basescansandfor the
refinementscans. Eachpagetraffic classis allocateda band-
width thatis proportionalto the numberof receversthat are
looking at that page. Thus, in the commoncase,with all lo-
calreceversviewing the pagewith currentactiity, mostof the
bandwidthis allocatedto thatpage.

Figure4 showvs an exampleof two mediaboardipplications:
the sourceand a recever behinda low bandwidthlink. The
sourcegenerates high resolutionimage on the mediaboard
whichis translatednto multiple progressie scansatthe RMX.
The scandrickle down to the recever over the low bandwidth
connection. In the figure, the receiver hasaccumulateconly
thefirst two scansof the originalimage. Over time, the restof
thescansventuallyarrive atthereceverandit canreconstruct
the full-quality image. With the RMX, the recever is ableto
renderanapproximateversionof theimageassoonasthefirst
scanarrives;the approximationis refinedasmorescansreach
therecever.

B. Push-baseapplications

Oursecondxampleapplicationis a push-basedhformation
disseminatiorapplicationcalled InfoCast[27]. This applica-
tion periodicallytransmitsupdateof a live datafeed, suchas
news headlinesstockquotes weatherupdatesegtc. to a group
of recevers. ThelnfoCastsourceconstructsa namespachier-
archythat groupsrelatedinformationinto containers.For ex-
ample,a stockquotesservicecreates containerfor eachsym-
bol onthestockexchangethelateststockquotesor eachsym-
bol are transmittedas data objectsin the corresponding-on-
tainer Similarly, a news servicecreatescontainersfor each
news section(headlinesworld news, businesssports etc.).

Researcherm our project have built a stand-alonerersion
of the InfoCastapplication. We are currently in the process
of integratingthe applicationinto the RMX framework. Like
the mediaboardinfoCastusesrich contentsuchasimagesand
HTML. Hence,transformationssimilar to thoseusedfor the
mediaboardpplicationcanbeusedn thelnfoCastasmod The
asmodcorvertsimagedo low resolutionversionsor to progres-
sive representationsin addition, sinceInfoCastdatais peri-
odic, new datareplacesnld data. For example,in a newscast
scenariojater news obsoleteolder piecesof news, thusobvi-
atingtheneedto recoverary missingold news. Theasmoduses
thisfeatureof thedatato its advantageandsuppresseecovery
for any missingdatathatmight have beensupersedetly never
data.

In addition, receversindicatetheir interestin certaincate-
goriesof data. For example,in a weathercastapplication,re-
ceiversin Bostonmay only careaboutweathernnformationin
Bostonandits surroundingswhile receversin SanFrancisco
would be moreinterestedn weatheifor the SanFranciscdBay
region. The asmod usethis feedbackfrom receversto filter
outunnecessargiataobjects.

VI. EVALUATION

As partof our designprocesswe implementeda prototype
of the RMX framework usingthe MASH toolkit [28] as our
developmentplatform. This toolkit is a Tcl/C++-basedpro-
grammingframawork for multimedianetworking applications
developedby the MASH researcliprojectat UC Berkeley. Our
early efforts at building the prototypedid not include a well-
defined transport-independemntaming scheme. Our experi-
enceswith that prototypeled to the evolution of TINS. With
astructurechamingprotocolthatexposedapplicationstructure
totheRMXs andRMX datatransformationso theapplications,
the designof the applicationsandasmod was greatly simpli-
fied. Our currentimplementatiorassumednfinite buffering at
theRMX andprovidesfor application-specifitransformations
and datascheduling. We have built an asmodfor the media-
boardapplicationandarecurrentlybuilding onefor InfoCast.

We have performed some preliminary evaluation of our
framework using the VINT network simulatorns [29]. The
goalof thesesimulationds notto performexhaustve measure-
mentsof the system but simply to demonstrate¢hatthe archi-
tectureis feasibleandis ableto handlelnternetheterogeneity
A more thoroughanalysisand measurementf the architec-
ture will requiregreaterexperiencewith a maturesystemand
a wider rangeof applications,andwill be the focus of future
research.

Ourexperimentatopologyis depictedn Figure5. It consists
of two local-areanetworks,eachwith threenodes separatethy
a low-bandwidthwide-aredink. To measurahe effectiveness
of our framawork, we conductedwo setsof experiments:one
in which the sourceand all recevers participatedin a single
global SRM sessionand anotherin which the participantson
eachside of the wide arealink formedtheir own datagroups
andRMXs atnodes4 and5 interconnectethe datagroupsvia
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Fig.5. The simulation topology.

a TCP connection. To be fair, the resultsfrom theseexperi-
mentsare biasedagainstSRM sinceour SRM implementation
doesnotincorporateany localrecoveryor wide-areaongestion
control schemes.Yet, they demonstratéhe gracefuladaptie-
nessof our architecturdo network heterogeneity

To simulatedatafrom the mediaboardapplication,we at-
tacheda constanbit-ratedatastreamto the sourcethis stream
modeleda steadystreamof 20KB imagessentfrom the source.
IntheRMX experimenttheRMX atnode4 transformedll im-
agesto progressie JPEGrepresentationTo modelthis trans-
formation,we ranaseparatexperimentanddeterminedheav-
eragdimefor transforminga20KB imagethroughour progres-
sive JPEGtransformatiorengine.Onanintel Pentium300MHz
machine the enginetook approximatelyl30msto performthe
transformation.We addeda delay correspondingdo this trans-
formationtime to theRMX atnode4.

Figure6 shows the losseghatoccurin the SRM sessionsn
both setsof experimentsat differentdatarates. As long asthe
source$ datarate waslow enoughnot to overflow the bottle-
necklink, the global SRM sessiordemonstratedho loss. But
asweincreasedhedataratebeyondthebottleneckcapacitythe
lossraterapidly increased.On the otherhand,with the RMX
architecture eachSRM sessionwasisolatedin the local area
high-bandwidthdatagroups,andsoobsenednoloss.

Figure7 depictsthe arrival timesof imageADUs at eachre-
ceiver. In the global SRM case,as long asthe sendingdata
rate doesnot exceedthe bottleneckbandwidth, all recevers
progressvenly, receving dataat a steadypace. However, as
soonaswe reachthe bottleneckbandwidth the network drops
pacletsandrecevers2 and3 issuerecoveryrequestso recover
missingimagedatathusincreasingthe arrival timesfor those
images.Increasinghe sendingrate beyond the bottleneckca-
pacity only endsup flooding the network resultingin increased
pacletlossandrecoverytraffic.

As expectedwith RMXs, evenwhenthe senders rateis in-
creasedo 5Mb/s,the RMX at node4 shieldsthe low-capacity
link from thehigh-ratedatagroup. Thusreceier 1 cantake full
advantageof its high connectvity to thesourceandrecevedata
thatfull speedwhile the RMX reducesgheratebeforesending
it over the bottlenecklink. Moreover, the RMX corvertsthe
imagesto progressie JPEGs. The basescanof the progres-
sive representatiors only a fractionof the originalimagesize.
Sinceeachscanis sentasanindependeninstanceof theimage,
thereceverscanrenderthebasescanassoonasthey receveit.
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The receversbehindthe bottlenecklink proceedat the fastest
speedallowedby the TCP congestiorcontrolmechanismsAl-
thoughRMXs introduceadditionaldelaydueto transformation,
this is offsetby the gainsin performancdrom robust conges-
tion controlandfasterdownloadsdueto transformation.

VIl. FUTURE WORK

Ourcurrentimplementatiorof theRMX architecturégnores
somecritical issuesthat must be addressedor the architec-
ture to be widely deployable. We assumestatic placemenbf
RMXs in the network andstaticconfigurationof receversinto
datagroups.PlacingRMXs strateically in anoverlaynetwork
and groupingco-locatedreceversinto topologically sensitve
datagroupsis a hard problem. We are currently working on
a promisingapproachfor dynamicallygroupingreceversand
building adynamicandefficientdistributiontreeacrosRMXs.
Ourapproachs basedn a simulatedannealingprocesghatat-
temptsto graduallyapproachtanoptimaldistribution treeusing
periodicrandommeasurementsOther researcherfiave pro-



posedsimilar approacheso this problemin [30] and[31].

In additionto groupformation,the RMX architectureneeds
to be robust to network failure and mustbe able to adaptto
changingnetwork conditionsand faults. RMXs shouldauto-
matically recoser from network nodefailures. The Active Ser
vice framawork [32] is a promisingdirectionfor solvingsome
of theseissues.

As describedn SectionlV-C,theRMX architecturecanben-
efit from the CongestiorManage[23] framework for adapting
to network congestion.FeedbacKrom the CM canbe usedto
drive the RMXs adaptatiornpolicies, to determinethe aggres-
sivenesof datatransformationetc. This is anotheravenueof
researchihatwe planon exploringin thefuture.

VIIl. RELATED WORK

The notion of proxiesasintermediariesbetweerclientsand
senershasbeenaroundfor a while. Numerousproxy mech-
anismshave beenproposedor HTTP. Proxieshave beenused
as cachingand pre-fetchingagentq33] to hide the lateng of
fetchingdatafrom acrosshe network. [34] presents generic
framework for Internetproxy services.In the context of multi-
cast,[35] is a proxy framework for real-timeaudio/videodata.

Contentayeringis anotheischemehathasbeenwidely used
to tackle heterogeneityin multicastervironments[36], [37],
[38]. Layeringtypically involvesencodingthe sourcedatainto
multiple layers;the baselayer providesan approximaterepre-
sentatiorof theoriginal data,andeachadditionallayerprovides
moreinformationaboutthe original data.

Rizzoetal. [39] describea ReliableMulticastdataDistribu-
tion Protocol(RMDP) thatrelieson Forward Error Correction
techniqueso adaptto clientandnetwork heterogeneityDigital
Fountain[40] is ascheméhatencodeslatain aform thatit can
bereconstructefrom ary subsebf theencodingpacletsthatis
equalin lengthto the sourcedata.ln combinationwith a clever
layering strateyy, this schemecanservicea heterogeneouset
of recevers,whereeachparticipantrecevestheencodedoun-
tain at whatever ratebestsuitsits network capacity

RMTP [7] is atree-basedeliable multicastprotocolthator-
ganizesgroup membersinto a hierarchicaltree structureand
aggreatesacknavledgmentsatmidpointsin thenetwork. Each
branchin thetreehasa designatedecever (DR) to receve ac-
knowledgmentdrom its childrenandaggreyatethemupwards
to the sender The RMX architectureis similar to RMTP in
thatit groupsreceversaroundan RMX justasRMTP groups
recevversaroundDRs. But, RMTP is entirely a transport-leel
protocolwith no applicationintelligence. On the otherhand,
the RMX architectureexplicitly involvesthe applicationat all
levelsof its transportdecisions.

Yallcast[30] andEndSystenMulticast[31] areframaworks
for multi-destinationcontentdistribution that build a “multi-
cast” distribution tree using unicastconnectiondetweenend-
clients, without relying on ary intelligencein the network in-
frastructure.In contrastthe RMX architectureexplicitly uses
infrastructuresupportin the form of application-avareproxies
to constructhedistribution treeaswell asfor dealingwith het-

erogeneityin the contentdisseminatiorprocess.

A lot of work hasheendonerecentlyto dynamicallydiscover
the multicasttopology and build localized clustersof multi-
castrecevers. Levine et al. [41] proposecdthe useof IGMP
MTRACE pacletsto allow receversto obtaintheir pathto the
sourceof a multicastgroup; recevers usethe multicastpath
informationto determinehow to achieve local error recovery
and effective congestiorcontrol. Self-omanizingTranscoders
(SOT) [42] areaschemdor dynamicadaptatiorof continuous-
mediaapplicationgto varying network conditionsby allowing
groupsof co-locatedreceversthat experiencelossesdueto a
bottleneckKink to electa representatie transcodefor local re-
pair. In [43], Rathasamyet al. usea multicast-tree-inference
algorithm to build a protocol building block—a distributed
GroupFormationProtocol( GFP)—thatllowsreceversto self-
organizeinto a source-rootechierarchyof disjoint multicast
groupswherethe hierarchyis congruenwith themulticasttree
topologyfrom the sourceof the session.

Otherresearcherbave proposedhe useof intelligentcom-
putingin thenetwork to assisin thedesignof reliablemulticast
protocols.Active ReliableMulticast(ARM) [44] usesthecon-
ceptof “active routers”that canperformcustomizeccomputa-
tion on behalfof the end-points.They provide best-efort soft-
statestorageandperformdatacachingfor local retransmission,
NACK fusion/suppressiorgndpartial multicastingfor scoped
retransmission.

IX. SUMMARY

We have presentecn architectureor reliable multicastthat
allows applicationsto dynamicallyadaptto the heterogeneity
thatis inherentin thewide-arednternet.Our solutionrelieson
intelligentagentsn thenetwork (ReliableMulticastproXiesor
RMXs) that mitigate network heterogeneityy actingasinter-
mediariebetweerthe sourceandthe consumenof the dataand
dynamicallyadaptingthe contentand/orthe rate of the datato
bestsuittheclients’ needsandinterests An overlaynetwork of
RMXs spreadacrosshe wide-areanternetisolatesco-located
multicastreceversinto homogeneousatagroupstherebylo-
calizingthe hardmulticastproblemsof scalabldossrecovery,
congestiorcontrol and bandwidthallocation. To extendrelia-
bility acrosghewide area RMXs form a spanningreeof TCP
connectionstherebyreapingthebenefitsof TCP-friendlywide-
areabehavior while retainingthe efficiency of multi-pointcom-
municationin the local area. We have built a prototypeof our
architecturehatallows RMXs to becustomizedor specificap-
plicationsvia asmod (or Application-SpecifidMODules).Our
exampleapplicationsdemonstratéhe programmabilityof our
architectureo suit differentflavors of applications.The RMX
architectureis a new direction for resolving heterogeneityin
the context of reliable multicastby moving applicationintelli-
genceinto the network infrastructure while at the sametime
maintainingcompatibility with the existing IP multicastarchi-
tecture.
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